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URL

UDP

TCP

DNS
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® J/ifE EXECVE $h4T: ZHUER

® HfE clone ATIEE
A BEER

® fEFTIF: 4

® CFTLEL: BEHCHUE

® BN HAHE
Socket f5 5.

® Connect {55 ip

® Recvfrom 155 ip, %d

® Sendto 5 5.: ip, HIE

® Bind {5 5: ip



ZESTHIEIEYSE

® M E(EE: ip, WY

® HTTP {5 E.: host, #iE

® TCP{5E: ip, #¥E

® UDP {55 ip, idi

® IRC {5 ip, IRCIHE
HESPREER

® JfifAhx

® i 4

(Z) WHER

FFAT 43 25 B 25 ), json [T FRATAT 3145 S S0 v
B A4S B JSON:



"machine arch":"ARM",
"md5" : "ebc376d877523cécb673¢
"shal":"0c456349da336dcedlc!
"virus name":"Trojan.Linux.l
"file ‘type™:"elf";
"enc": B[

81

"206.189.126.143",

nn

1.
"sha256":"0d815%b%c2bc7aS54«
la542eeebZBfea”,
"spread way": O [
"SSH",
"Telnet"
1,
"weak password": O [
81
"root"”,
"vizxv"
1,
81
"reot™;
"klvl23"
1,
81
"root™;
"TujMkoOadmin”
1.
81
"root™;

"TujMkoOvizxv"

"packer": "upx”,

"malicious_type": 0|
"Botnet"

1.

"attack device": 0 [

"Routexr",
"Camera",
"DVR",
"Printer"™,
"IV Box"™

1,

"detect":1,

190

"file size":128047,

"malicious_family": O [

"Mirai"

1,

"configuration": 3 [
"\\x05\\x20",
"\\x0£f\\x48",

"Connected To CNC\\x00",
"shell\\x00",
"enable\\x00",
"system\\x00",

"sh\\x00",

"/bin/busybox SORA\\x00",
"SORA: applet not found\'
"ncorrect\\x00",
"/bin/busybox ps\\x00",
"/bin/busybox kill -9 \\:
"/proc/\\x00",
"/exe\\x00",

"/£d\\x00",

"/maps\\x00",
"/proc/net/tcp\\x00",
"/status\\x00",

"function": @[
"attack get opt_str",
"attack start”,

"attack parse”,
"attack get opt_ip",
"attack get opt_int",
"attack init",

"attack method udpplain'
"attack method std",
"attack method udpgener:
"attack method greeth",
"attack method greip",
"attack method udpvse",
"attack method tcpsyn",
"checksum generic”,
"checksum tcpudp”,
"killer kill by port”,
"killer init",
"anti gdb entry",
"resolve cnc_addr"

] r

"main function": 0 [
"DDos™,

"Downloader"

1,

"string": B[
"206.189.126.143",
"/proc/stat”,
"/proc/cpuinfo",
"processor",
"/sys/devices/system/cpi
"/dev/null”

1.

A5 P8 JISON:

"openat{AT_FDCWD,
"openat(AT_FDCWD,
"openat(AT_FDCWD,
"openat(AT_FDCVD,
"openat{AT_FDCWD,
"openat(AT_FDCWD,

[ PRORR + /AT ShcLn

\"/proc/sys/vm/mmap_min_addr\", O_RDONLY) = 4",

\"/tmp/gemu-open.RbtMLK\", O_RDWR|O_CREAT|O_EXCL, 0660) = 4",

\"/proc/net/route\", O_RDONLY) = 5",

\"/dev/watchdog\", O_RDWR <unfinished ...>",

\"/dev/misc/watchdog\", O_RDWR <unfinished ...>",

\"/proc/40@/\", O_RDONLY|O_NONBLOCK|O_DIRECTORY) = -1 ENOENT (No such file or directory)”,

AN fmmamtanr A0 A anm VA AnMDE ACr LA ATASCATARYY _ 1 CMACMT fla simh L2374 An Admacdancin

{=
"plugin_info": {3
"GetConnectIP": [
"8.8.8.8",
"194 <18ERA43"

s



"port":

"addr":
JJ
“recvfrom(3, \"PING :4B 21\\r\\n\", 4096, 9, NULL, NULL) = 16"
]J
"irc_info": [

"3p.dsts: TR 15=
"irc.response”: ":irc.fbi.NulL NOTICE AUTH :*** Looking up your hostname...",
*“Ip-src "1 2. 43"
"ip.dst": "1\
"irc.response”: ":irc.fbi.NullL NOTICE AUTH :*** Couldn't resolve your hostname; using your IP address instead",
"ip.src”: "1 .36.1 .43"

A ERBGE

e THAE i AT E S 4, ] DUl 2 oie & SR E 24

| |

iot_hunter.py -h
usage: iot_hunter.py [-h] [-s SAMPLE_DIR | -f SAMPLE_PATH] [-o OUTPUT_DIR]
[-v] [-c]

Tencent loT Hunter

optional arguments:
-h, --help show this help message and exit
-s SAMPLE_DIR  samples folder path for analyzing.
-f SAMPLE_PATH singal sample path for analyzing.
-0 OUTPUT_DIR output folder path for saving analysis result and log files.
-v, --virustotal try to get the sample info from VirusTotal.
-¢, --clean clean result files,save all results to
result_file_detail_info.txt.

1. ERAGSITRESH

BRI

iot_hunter.py -f F:\Samples\0019c77ad7f4f97ec492726e9aa8e15e -o F:\result



E2E LT

iot_hunter.py -s F:\Samples -o F:\result

Sample Dir: F:\Samples

Output Dir: F:\result
F:\Samples\0019c77ad7f4f97ec492726e9aa8e15e
F:\Samples\2983a7e5bc97996cd98dffd4f78e95b2
Packed by UPX.
F:\Samples2989b5de79e0ab4417c10b64738a10a0

RIEFEZK VirusTotal HHEE S

iot_hunter.py -v -s F:\Samples -o F:\result

B o theER SN Elasticsearch:

import_data_to_es.py -r F:\result\result_ida_file_analysis.txt

2. {FREEXH confpy BRESH

MAL_SAMPLES_DIR = r"F:\Samples"
RESULT_OUTPUT _DIR = r"F:\result"

EARAH py BIARIA] .

python iot_hunter.py

3. BEEMXH conf.py &85 EH
PTRENSY

IDA 73#r LB %45, https://www.hex-rays.com
IDA_EXECUTABLE_FILE_PATH = r"C:\Program Files (x86)\IDA 6.5\idag.exe"

RELENSH:



FEAH %
MAL_SAMPLES_DIR = r"F:\Samples"

25 3 H %
RESULT_OUTPUT_DIR = r"F:\result"

UPX [ H&4%, https://github.com/upx/upx-testsuite
UPX_EXECUTABLE_FILE_PATH = r"f:\tools\upx\i386-win32.pe\upx-3.95.exe"

VirusTotal key, https://www.virustotal.com
VIRUSTOTAL_KEY = "B67BXXXXXXXXXXXXXXXXXXXXXXXXXXXXXx7d1db"

Vi IA) VirusTotal 75 ZACEERS, B IS4
PROXIES = {"http": "proxy.xxxx.com:8080", "https": "proxy.xxxx.com:8080"}

R ZARPEEUFEAS K] VirusTotal B, W B IS EUHN True
VIRUSTOTAL_ALWAYS_GET = False

FEA R/ INR A
FILE_SIZE_LIMIT = 10 * 1024 * 1024

Elasticsearch #5524, https://github.com/elastic/elasticsearch-py
ES_HOST = "localhost:9200"

ES_INDEX_NAME = "iot_threat"

ES_TYPE_NAME = "FileAnalysis"

AMRFFRAVAI S :

IDA JEIAS it 0 73 B 25 SR A
IDA_FILE_ANALYSIS_RESULT = r"result_ida_file_analysis.txt"

VirusTotal $i7 UL A B S0
VIRUSTOTAL_RESULT = r"result_virustotal.txt"

IR EERRISE SR (IDA + VirusTotal) , T & H-c %
FILE_DETAIL_INFO = r"result_file_detail_info.txt"

Log 15 B X1

IDA_ANALYSIS_LOGGER_NAME = "IDA_ANALYSIS_FILE"
IDA_FILE_ANALYSIS_LOG =r"log_ida_file_analysis.log"
IOT_HUNTER_LOGGER_NAME = "IOT_HUNTER_MAIN"
IOT_HUNTER_LOG = r"log_iot_hunter.log"
OTHER_ERROR_LOG =r"log_other_error.log"



ES_LOGGER_NAME = "IMPORT_DATA_TO_ES"
ES_IMPORT_DATA_LOG ="log_import_data_to_es.log"

NI S8, REAEBN,

WNEEN, & ISR 2 5 A x4
IDA_PYTHON_SCRIPT = "ida_analysis_file.py"
IDA_PLUGINS_DIR_NAME = "plugins"

(Z) FISENTA

1. SRR

AN TR EAE RN EL P IBAT loT B4, WIEHATN, loT FEAR
TR R LN, RINEHH TEIET VirtualBox FF K, T ELHAE Guest VM
24 linux RGN0 (Ubuntu)

GuestVM TR ZR%E:
1. Linux %&%t, VBoxGuestAdditions 5.2.22
2. QEMU FEHUHL, i3 QEMU User Mode 55461 52 KFIZ 1T ARM, MIPS, PowerPC
25 10T 30

3. Strace: MIEMHABITHIRFHREE

4. Tepdump: IEEFEARPATIIMEE, HT oM N

5. AFHI ARG LR FIRTHE, H root I, TRIFEIZA N analysis
Host sT#rLE:

1. Tshark: FT 34T tepdump 2 &) peap £

2. PHITREE

fic & 4 DynamicConfig.conf

[guest_vm]

# guest os configuration, username, password,vm name
name=ubuntull.04

username=root

password=root

#sample to run path



runpath=/home/root/Desktop/

#host os path to put strace log and tcpdump pcap file
host_log_path=f:\vm_share\strace.log
host_log_tcpdump=f:\vm_share\tcpdump.pcap

#guest os path to put strace, tcpdump, guestanalyzer.py
vm_log_path=/home/justin/Desktop/strace.log
vm_log_tcpdump=/home/justin/Desktop/tcpdump.pcap
guest_analyzer_path=/home/justin/Desktop

[vbox]
virtualbox_path = D:\Program Files\Oracle\VirtualBox

[analyzer]

max_strace_lines=20000
strace_log_path=f:\vm_share\strace.log
tshark_path=c:\Program Files\Wireshark\tshark.exe
host_log_tcpdump=f:\vm_share\tcpdump.pcap

3. BESSTHIAER

BAREARHr: lotHunterDynamic.py —f X fF44 —d log H %

LREARSHT: lotHunterDynamic.py—d H3% —dlog H3%

lotHunterDynamic.py -h
usage: lotHunterDynamic.py [-h] [-f FILENAME] [-d FILE_DIR] [-o OUT_DIR]

optional arguments:
-h, --help show this help message and exit
-f  FILENAME, --filename FILENAME
File to Analyze
-d FILE_DIR, --file_dir FILE_DIR
Files directory to Analyze
-0 OUT_DIR, --out_dir OUT_DIR
log output directory

T HTIEZR AR :

IR 7R S IRE S
2. RS T ELIAL
3. RIEAF R EMAL



4. RIEHTIA S AL

5. PATHEA, RATH

6. MOHTHLIREH &

7. fEMTHE, IRECCME, Mg, #HREER
8. M B % BT i1

9. HERFEA json 4% BT 4

7~ R BEO
(=) HMEFS T plugin

1§ & TR YE B bR Ym 'S H SR E BIEBUE M plugin, #49% 5 1719 plugin
JAE plugins H 7% o B A B #4047 .
FEZRFRAL 7 HLA2E PluginParent, BERRAE T A AE B

class PluginParent():
malicious_type =[]
malicious_family =[]
spread_way = []
attack_device =[]
main_function = []
cnc =[]
ip=1]
domain =[]
url =[]
udp =]
tep = []
dns=1]
configuration =[]
weak_password = []
suspicious_string = []
bot_command = []
other_info =]

detect = ENUM_DETECT_RESULT["UNKNOW"]
virus_name =""



__metaclass__ = ABCMeta

@abstractmethod

def analyze(self, *argv):
return False

plugin 75 B 4% 7K PluginParent 28, JF5LI) analyze A%, TEMLRREH X BT 75 7
Boat T 7s, EACHS A add_plugin(JRAEZE4%) B AT

import re
from util import *

class MiraiARM(PluginParent):
def __init__(self):

self.malicious_type = ["Botnet"]
self.malicious_family = ["Mirai"]
self.spread_way = ["SSH", "Telnet"]
self.attack_device = ["Router", "Camera", "DVR", "Printer", "TV Box"]
self.main_function = ["DDoS", "Downloader"]
self.virus_name = "Trojan.Linux.Mirai.caa"
self.configuration =[]
self.weak_password = []
self.cnc =[]
self.detect =0

def analyze(self, *argv):
self.get_configuration(key)
self.get_cnc()
self.get_ weak password(key)

def get_cnc():
def get_weak_password(self, key):
add_plugin(MiraiARM)

(=) 7 plugin B

H1T IDAPython i 4TI FH 5 sUB B 2 H it AR, AR



SHEAER, B, XS plugin FAEHE RUARE AT, ke B CSm
e, it AHEZRIRHE 1 log id%, EMHASM S plugin I HAT)E, T EFH log
K SE L S T

log_ida_file_analysis.log:

2018-11-27 16:56:41, 046 - TDA_ANALYSTS_FILE - INFO - Analyze File Begin

2018-11-27 16:56:41, 048 — IDA_ANALYSIS_FILE - INFO - Sample Path:F:\Samples\0019c77ad7f4f97ec492726e9aa8el5el
2018-11-27 16:56:41, 053 — IDA_ANALYSIS_FILE - INFO - Load plugin:f:\IoTHunter\plugins\plugin Gafgyt ARM.pyl

2018-11-27 16:56:41, 055 — IDA_ANALYSIS_FILE - INFO - Load Elllia’}f?:f:\i‘zpi‘i“iﬁ{\?i‘fwgi&%\Pi‘i%iaf(i?fﬁ};trx86-E&l
2018-11-27 16:56:41, 058 — IDA_ANALYSIS
2018-11-27 16:56:41,059 — IDA_ANALYSIS_FILE - INFO - Plugin Num:3|

2018-11-27 16:56:41, 059 — IDA_ANALYSIS_FILE - INFO - Analyze result:0 From <_ main_ . GafgytARM object at 0x058C6C10>\
2018-11-27 16:56:41, 061 — IDA_ANALYSIS_FILE - ERROR - analyze ().

Traceback (most recent call last):!

FILE — INFO - Load plugin:f:\IoTHunter\plugins\plugin Mirai. py!

File "f:\IoTHunter\plugins\plugin_Gafgyt_xSﬁ.E}y’\", line 18, in __init_ !

2018-11-27 16:56:41, 062 - IDA_ANALYSIS FILE - INFO - Analyze File Begin

{5 F &t 7] LU{# F logger.info("xxx") /528, FTENEH S K log [ 5.,

(=) &RMzH7S plugin

R PTRYE B AR S B s &5 BIRIUE M plugin, %S 41
plugin JB£E DynamicPlugins\ H 5% 71 Bl 7] BHBEH4T .

W TF R : 5528 analyze A1 get_result AN, 0 HrHEZE 21F FH BT A 1
fhfE, FC IR, analyze IS4 behaviors 103 T AT AEHE. H
JURT LAEAT H 8 o, SREURR E 45 R

HEAERB . SREUFEAS connect AT H 1 ip 5113

class GetConnectlP():

"""plugin to get connect ip list
def __init__ (self):

self.ip_list =[]
def analyze(self, behaviors):

hit=0
for data in behaviors.socket_log['connect']:
hit=1

addr = data['addr']
if addr not in self.ip_list:
self.ip_list.append(data['addr'])
return hit
def get_result(self):
return self.ip_list



4

+. HiEi

HEZE N HAE T 20 e 5\ 3 Elasticsearch [T RE, {6 FH &l P57 oT
B2 T 6, SHATEHE T BT . T DAPSE A2 10T FEAIAS P, AL 37K .
TEEREE . HTIE AR H &

(—) ES ¥R~

cnc md5 virus_name file_size packer malicious_type
» 178.62.194.120, 2931642db89531fafblac77206dc86df Trojan.Linux.Mirai.caa 56,880 None Botnet
» 206.189.217.84, 2989b5de79e0ab4417c10b64738a10a0 Trojan.Linux.Mirai.caa 56,584 None Botnet
» 212.237.61.50, 2994d321a8c54542f94a2cb3b3655d96 Trojan.Linux.Mirai.caa 98,304 None Botnet
» 80.211.69.98, 29e9daabfb796a4bdefal654c4673cla Trojan.Linux.Mirai.caa 128,047 None Botnet
»  46.148.20.36, 48616c70bdd7b973a54ed5352aeb2d8c Trojan.Linux.Mirai.caa 56,880 upx Botnet
» 165.227.115.67, 2b4655234cbfecldfd89330d1b50783b Trojan.Linux.Mirai.caa 120,875 None Botnet
»  45.32.202.190, 2baa3729d4fd0e367718dba2d450fbc8 Trojan.Linux.Mirai.caa 66,688 None Botnet
» 206.189.16.32, 2bfda0223a7e62aa907cbd9b32f2cd9c Trojan.Linux.Mirai.caa 106,496 None Botnet
» 142.93.207.201, Oac23bl7dafcl7fal7f88ffella380a6 Trojan.Linux.Mirai.caa 59,680 upx Botnet
» 206.189.168.196, 2de956ca8ddf7595el6ddalb781dleal Trojan.Linux.Mirai.caa 114,688 None Botnet

(=) FSOSH=E

RLRE 10T FEAS A 58 D EAT SR, T LS 2R L 55 114156 FH AIUE %
e M FTH SRS A BT IR, SMBUSR e 120, UBRA FTRE H L8
A T s P 55 1 IR A S



3epSw2u  Zte521 20150602
«3551 7UjMkoOadmin ba234

odm 12345 1 23000 S0 a2

thwpbos |y» SUPPO M iz

1235 VizXvVdefault guest su

L2k USEIr 3dmin root hissis

antsl 2te9x15
ubnt OXhIWSGS merlin altslg

admamlliﬁél SZqu N Fs hunt5759

assword xc3511 1234
P: TiE3500 B0l
ujMkoOvizxv “5:1029
Changeme daemon ZmqVfoSIP

vstarcam2015
Count - weak_password.keyword: Descending

(=) MUfIERR

JEIHEEET CNC Hihl, W UAEREXE] 10T FKEAR S HUMEAT B .




(M) #ZEREEM

M eI T REATIZNE, AT LA AN R I S RAR R

md5 configuration

»  49c75da  \x05%x39, ‘\x07\xbe, DaddylL33T Infected Your Shit\x00, /proc/\x00, /exe\x00, /fd\x00, /maps‘\x00, /proc/net/tcp\x00,
3513859 /status\x00, .anime\x00, /proc/net/route\x00, assword\x00, TSource Engine Query\x00, /etc/resolv.conf\x00, nameserver

79c6215 x00, /dev/watchdog\x00, /dev/misc/watchdogix00, pbbf~cuix11l, ogin\x00, enter‘\x00, lgba4cdoms3nhpl2ei0Okfj\x00
7e32082
912b

»  142df97 \x05'x39, \x07\xbe,|DaddyL33T Infected Your Shit\x00, ‘;:+‘oc x00, /exe\x00, /fd\x00, /maps\x00, /proc/net/tcp\x00,
45ebe8l status\x00, .anime\XUU, /proc,/net/route x00, asswordi\xU0, TSource Engine Query\x00, /etc/resolv.conf\x00, nameserver

3cbae4d \X00, /dev/watchdog\x00, /dev/misc/watchdog\x00, pbbf~cu‘x1l, ogin\x00, enter\x00, 1lgba4cdom53nhpl2ei0kfj\x00
d37b44a
9a26

» 19f8d69 \x02\xa4| rootmodz.site\x00, senpai.site\x00, \x87], seraph just fucked your shit cunt\x00, shel1\x00, enable\x00,
8a03cd0 system\x00, sh\x00, /bin/busybox MIORI\x00, MIORI: applet not tound\x00, ncorrect\x00, /bin/busybox ps\x00, /bin/busybox
0586a03 kill -9 \x00, /proc/\x00, /exe\x00, /fd\x00, /proc/net/tcp'x00, /status'x00, /proc/net/route‘\x00, assword, TSource Engine
1561442 Query\x00, /etc/resolv.conf\x00, nameserver ‘\x00, /dev/watchdog\x00, /dev/misc/watchdog\x00, pbbf~cu, ogin\x00, enter‘x00,

c811 1gbad4cdoms3nhpl2eiokfj\x00

» e2f2146 xOl;bel rootme.club\x00, senpai.site\x00, ‘xba;, root senpai just infected your shit\x00, %heﬂ x00, en, sy, sh\x00,
996a237 /bin/busybox MIURITXUU, WIORI: applet not Tound\x0U, ncorrect xuu, in/busybox ps \x0uU, in/busybox kill -9 \x00,
827bf18 ‘exe\x00, /fd\x00, /maps‘\x00, /proc/net/tcp\x00, /status\x00, /proc/net/route\x00, as, TSource Engine Query'x00,

3f30b40 /etc/resolv.conf\x00, nameserver \x00, /dev/watchdog\x00, /dev/misc/watchdog\x00, pb, ogin\x00, enter\x00,
Olel 1gba4cdomS 3nhpl2ei0kfj\x00

» 062499 \x02\xa4, rootmodz.site\x00, senpai.site\x00, \x8
07ec835 system\x00, sh\x00, /bin/busybox MIORIx00, MIORI:

seraph just fucked your shit cunt\x00, shell\x00, enable\x00,
applet not found\x00, ncorrect'\x00, /bin/busybox ps\x00, /bin/busybox

48b1812 kill -9 \x00, /proc/\x00, /exe\x00, /fd\x00, /proc/net/tcp\x00, /status\x00, /proc/net/route‘\x00, assword, TSource Engine
a4ae63d Query\x00, /etc/resolv.conf\x00, nameserver \x00, /dev/watchdog\x00, /dev/misc/watchdog\x00, pbbf~cu, ogin\x00, enter‘x00,

5766 1gba4cdoms 3nhp12ei0kfj\x00
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IDA(https://www.hex-rays.com)

IDA Python(https://github.com/idapython/src)
UPX(https://github.com/upx/upx-testsuite)
VirusTotal(https://www.virustotal.com)
Elasticsearch(https://github.com/elastic/elasticsearch-py)
Kibana(https://www.elastic.co/downloads)
QEMU(https://www.qemu.org/)
VirtualBox(https://www.virtualbox.org/)
Strace(https://strace.io/)

Tcpdump(http://www.tcpdump.org/)

Wireshark(https://www.wireshark.org/)


https://www.virtualbox.org/
https://strace.io/
http://www.tcpdump.org/
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